Purpose: Secondary usage of patient data has recently become of increasing interest for the development and application of computer analytic techniques. Strict oversight of these data is required and the individual patients themselves are integral to providing guidance. We sought to understand patients' attitudes to sharing their imaging data for research purposes. These images could provide a great wealth of information for researchers. Methods: Patients from the Greater Toronto Area attending Sunnybrook Health Sciences Centre for imaging (magnetic resonance imagining, computed tomography, or ultrasound) examination areas were invited to participate in an electronic survey. Results: Of the 1083 patients who were approached (computed tomography 609, ultrasound 314, and magnetic resonance imaging 160), 798 (74%) agreed to take the survey. Overall median age was 60 (interquartile range ¼ 18, Q1 ¼ 52, Q3 ¼ 70), 52% were women, 42% had a university degree, and 7% had no high school diploma. In terms of willingness to share de-identified medical images for research, 76% were willing (agreed and strongly agreed), while 7% refused. Most participants gave their family physicians (73%) and other physicians (57%) unconditional data access. Participants chose hospitals/research institutions to regulate electronic images databases (70%), 89% wanted safeguards against unauthorized access to their data, and over 70% wanted control over who will be permitted, for how long, and the ability to revoke that permission. Conclusions: Our study found that people are willing to share their clinically acquired de-identified medical images for research studies provided that they have control over permissions and duration of access.
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Key Words: Radiology; Health information exchange; Imaging informatics; De-identification; Data sharing; Image archive In our age of technology, the concept of ''Big Data'' has bloomed and gained substantial momentum. Health care is not immune to technological innovation, although it is a few steps behind most other industries.
With the recent advances in artificial intelligence in the medical space, data obtained through medical imaging techniques have become increasingly more important in research [1, 2] . Obtaining these images in sufficient number from research settings remains challenging. Patients are reluctant to allow for their identifiable information, or foreseeably identifiable information, to be used by researchers [3] . Significant funding to cover imaging expenses is required to acquire nonclinical research images. However, images acquired in a clinical setting could provide a cheap and valuable resource for research if handled securely and confidentially by researchers. These could potentially help to explore associations and progression of diseases, medical strategy, treatments, or device safety and effectiveness [4] .
Ethical, privacy, and security considerations of secondary use of clinically acquired medical images are important, bearing in mind the controversial matter of image ownership [5e7] . Patients should have control over sharing their images with the option to opt out at any time [8] . Additionally, they should be able to ask for their data to remain anonymized and untraceable to the participant's identity in the future [9] . Releasing protected health information is prohibited by most of the governmental systems in the world (the Health Insurance Portability and Accountability Act in the United States, Personal Health Information Protection Act in Canada, government of Ontario). However de-identification of protected health information can facilitate secondary use of data for medical research purposes [10, 11] .
As it currently stands, there is no single entity in complete control of patient datadwhile there are grounds for implied ownership, the lack of any definite parameters has a noticeable impact on the discussion of issues surrounding the ownership of personal health data. The relevant partiesdpatients, health care providers, among othersdare all in the proverbial dark as to who owns or controls what, as the law unclearly and incompletely indicates who owns the data. While many contend that public control over data is preferred to private ownership, the variability in the access to data by state and country produces a situation in which ownership is implied and yet the data are nevertheless difficult to obtain.
Privacy law gives patients the right to control access to their medical information and correct their medical records. These rights emerge from the relationship between patients and their health care providers and so they are enforceable only against those providers, not against any other party that wishes to make use of the data [9] . This combination of no ownership of medical information and limited access leaves medical information unclaimed and yet simultaneously highly coveted. Researchers have long used patient data from clinical trials to improve medical knowledge, patient safety, and public health [5] . With the uncertainty surrounding who owns personal health data, it is somewhat challenging for researchers and clinicians to access this essential data.
We hypothesize that health care consumers are willing to share their clinically acquired de-identified medical images for research and the purpose of this study was to learn health care consumers' opinions regarding use of their de-identified medical images and related medical information for research. The aims were to: (1) describe patients' willingness to share their medical images and health information for research purposes and the conditions upon which the process occurs and (2) evaluate health care consumers' preferences regarding, data storage/access, and security.
Methods
Health care consumers from the Greater Toronto Area attending the Medical Imaging department at Sunnybrook Health Sciences Centre were invited to participate in a crosssectional electronic survey during the summer of 2016. Patients who were referred to get magnetic resonance imaging, computed tomography, or ultrasound examination were included in this study. Examination areas were selected on the grounds that patients spend some time at these waiting areas for imaging test preparation, an environment and timing that was optimal for the patients to spend filling out the survey. This study was approved by the Sunnybrook Health Sciences Center research ethics board [12] .
Participants
All participants who could read English were invited to participate in this study. Initial patient contact was conducted by imaging clinic clerks, operating within their circle of care, during the check-in process. Participants were introduced to the study assistant assigned to the area and their approval was considered implied consent. Willingness to participate in this type of survey is dependent on patients' perception and engagement in medical research, and we expected a 60% response rate. Our expected sample size of 539 participants would provide a point estimate, or percentage response to the primary question, with a 5% margin of error and an alpha of 0.05 and a power of 80%.
Survey
The questionnaire was adapted from a previous Health Information Exchange (HIE) survey which assessed participants' demographics, experience, and comfort with HIE [13] . Our survey primarily tested patients' willingness to share their medical images and associated medical information for the purpose of research. It included 12 questions that evaluated patients' comfort level with respect to sharing their deidentified medical information, including medical images which were obtained in clinical settings, for the purpose of research. These images, aside from being essential for future diagnoses in clinical practice, are also valuable and necessary to multiple research studies. The willingness of the patients was tested through 4 statements, whether they: (1) believe everyone should give consent to the use of their medical images for research; (2) plan to share their medical images in the future (Plan To); (3) might consider sharing their medical images for research; and (4) have no intention of sharing their medical images for research (No Intent). Comfort level of each statement was measured using the 5level Likert scale where 1 ¼ strongly disagree, 2 ¼ disagree, 3 ¼ neither agree nor disagree (neutral), 4 ¼ agree, and 5 ¼ strongly agree. The order of the 4 statements was shuffled in 3 survey formats to test the influence of the questions' order on their answers (response order bias).
The survey was administered electronically using a tablet located on site through IBM clinical development (formerly eClinicalOS); a data management and cloud-based electronic data collection platform located in the USA and a division of IBM [14] . Participants, monitored by a research assistant, answered the questions on the tablet. All the answers were subsequently recorded automatically on a server under the assigned identification number.
Statistical analysis
Descriptive statistics were performed to report measures of central tendency and dispersion: mean and standard deviation, median and interquartile range (IQR), and 95% confidence intervals. Quantitative data analysis of survey responses was reported as frequency counts (%) or medians (IQR) for closed questions and frequency counts (%) of open-ended comments. Comparisons were tested using standard parametric analyses and considered significant at the P < .05 level. SAS 9.4 for Windows (SAS Institute Inc, Cary, NC) was used for all analyses.
Results

Population
Imaging clerks approached 1083 patients at the medical imaging clinic reception. 798 agreed to take part in the survey (74%). Of these, 57 (7%) did not complete the survey for different reasons: getting called in for the scan n ¼ 29 (51%), language barrier n ¼ 6 (11%), difficulty in using a tablet due to visual impairment n ¼ 3 (5%), or technical issues n ¼ 3 (5%), and other reasons n ¼ 16 (28%). Accordingly, 741 surveys were available from the 3 imaging areas; 434 (56%) in computed tomography, 202 (29%) in ultrasound, and 105 (15%) in magnetic resonance imaging area. For all participants, the average time to complete the survey was 7 minutes (standard deviation ¼ 4 minutes).
There was an even distribution of male (295; 48%) and female respondents (323; 52%), and age was divided into 7 age groups between 18 years and 75þ and with an overall median age of 60 (IQR ¼ 18, Q1 ¼ 52, Q3 ¼ 70). Respondents among the 65e74 age group were 159 (26%), and 136 (22%) were among the 55e64 age group. With respect to education, 253 (42%) had a university degree, while only 42 (7%) did not have any post-secondary education. Finally, respondents' household income was closely distributed in all income groups, ranging between 18%-23% in each income group (under $32,000, $32,000-$55,000, $56,000-$$120,000, and more than $120,000) (please see Supplemental Appendix S1 for study population demographics).
Willingness to share medical images for research
A total of 583 (79%) participants responded whether they have previously given consent for their medical images to be used in research studies before or not, 427 (73%) have never given consent previously, while 156 (27%) had.
More than three-quarters of the participants 453 (76%) were willing to share their de-identified medical images for research; 250 (42%) agreed; 203 (34%) strongly agreed on ''I plan to share my medical images for research''; only 41 (7%) refused and 383 (64%) believed that everyone should consent to share their medical images for research ( Figure 1 ).
Recommended strategies regarding storage, data access, and security Data storage. We asked the participants who they would trust the most to regulate privacy and security of the central electronic database. More than two thirds (70%, n ¼ 402) of the respondents trusted hospitals and research institutions, while 108 (19%) trusted office practice/an organization of doctors. On the other hand, few respondents chose government (n ¼ 40, 7%) and 26 (5%) chose ''other,'' including third parties or their family doctor (Table 1) . Most respondents (n ¼ 484, 85%) wanted their data to be uploaded to the research database automatically, whereas other patients chose not to have this data automatically uploaded; instead, they wanted supplementary methods to control the information that goes into the database (Table 1) . These methods of control were closely selected among respondents, where they have preferred to decide which of their providers to send their images, which visits to be included, the type of information to be added, and finally approving every piece of information before being included ( Table 2) .
Data access. The respondents were more comfortable to give their primary care doctor (n ¼ 410, 73%) or other doctors (n ¼ 321, 57%) continuous access without permission, also to give medical researchers (n ¼ 319, 57%), and their family members (n ¼ 378, 67%) access with permission only, and give no access at all to the government (n ¼ 342, 61%) or employers (n ¼ 407, 73%) ( Figure 2 ). Respondents preferred to give them continuous access until they withdraw that permission 260 (47%).
Safeguards and security. The majority of the respondents decided the following features to be essential or very important security features: safeguards against unauthorized access to their data 490 (89%); the ability to know who has accessed their data 460 (84%); ability to choose which medical information to share 401 (73%); ability to stop the sharing of their medical information 395 (72%); and the ability to terminate access to their data 407 (74%) (Figure 3 ).
Suggested HIE awareness strategies. When participants were asked to choose between suggested strategies that would be used to inform people about the importance of health information exchange in research; 289 (45%) respondents chose using social media for an educational approach. Some preferred printed educational materials 306 (48%), educational tools based on computers through the internet 316 (50%), updates and reminders by e-mail 231 (36%) or information from physicians at the time of visit 451 (71%) ( Table 2) .
Questionnaire internal validation. We reviewed all 741 surveys that were collected and found that 102 (14%) had contradictory responses (acquiescence bias) and were therefore removed from analysis. Eliminated scenarios were:
1. Agree or Strongly Agree to ''might consider sharing their medical images for research'' along with Agree or Strongly Agree to ''no intention of sharing.'' 2. Agree or Strongly Agree to ''plan to share their medical images'' along with Agree or Strongly Agree to ''no intention of sharing'' or, 3. Equal entries in all the questions (eg, answering strongly agree to all questions) excluding 4 neutral entries that were considered valid.
The ''willingness'' question was structured in 3 different sequences in order to assess any potential bias due to the order in which possible answers were listed: (A) discouraging order, (B) a mixed order, and (C) a persuasive one (please see Supplemental Appendix S2 for the questions' order). When analyzing the relationship between ''Plan To'' and ''No Intent'' as a continuous variable in linear regression analysis we observed a linear negative relationship (b ¼ -0.53, standard error ¼ 0.07, P ¼ .001). This relationship between ''Plan To'' and ''No Intent'' was found to be the least negative in order C as compared to both A and B. Accordingly, survey C appears to have resulted in respondents being slightly less consistent (answers were a little more contradictory). However, this difference was not enough to affect overall results between surveys. 
Discussion
More than two-thirds of the respondents agreed they would share their medical images for research, illustrating that patients are generally supportive of medical imaging data storage, and sharing for research purposes. More than half of the respondents trusted the hospitals and research institutions to regulate their data, rather than the private sector. Respondents felt more comfortable giving access without explicit consent to their doctors, with the ability to revoke this permission and control the ability of other parties to view the data. Consent agreements should include the privacy status, whether images are to be anonymized or deidentified, and terms of data access [15] . This should also include who is permitted to access the data, the extent of that disclosure, the duration of the access, and if they accept to be contacted in the future for follow up studies. Respondents indicated that it's essential for data warehouses to choose the appropriate safeguards and measures against unauthorized data access.
In view of clinical data reuse, despite the abundance of data, HIE was used to a limited extent as a source data for the conduct of clinical research. Parker et al sought information on the use of HIEs to support and conduct clinical or epidemiological research and found that HIE-provided data are used and available for research; however, the majority of the studies were done for evaluating HIE use and impact on health care outcomes and delivery [16] . Despite the proven potential of HIE as a data source, it was used very limitedly to support clinical research for improving health services and clinical outcomes. Accordingly, they encouraged partnerships between HIEs and clinical researchers on top of expanding HIE services rather than direct data exchange, taking into consideration challenges like privacy, confidentiality, security, and ethical challenges. Figure 2 . Permission levels given by respondents for others to view their medical images and related health information. Table 2 (A) Respondents who chose their data not to be automatically stored in the database selected other methods to control the information that goes into the database, and (B) suggested strategies to help people understand the importance of health information exchange in research
Selection
Number (%) a (A) Respondents who chose their data not to be automatically stored in the database selected other methods to control the information that goes into the database (n ¼ 88) I want to decide which of my PROVIDERS may send medical information and images into the database. 53 (60) I want to decide which of my VISITS (such as doctors' visits, study visits or hospital stays) will be included in the database. 40 (45) I want to decide which TYPES of medical information will be included in the database. For example, I may want to include all my test results, medical images and medications but not information about certain diagnoses.
(58)
I want to approve EVERY PIECE of INFORMATION (including doctor's notes, test results, and medical images) before it is included. 47 (53) (B) Suggested strategies to help people understand the importance of health information exchange in research (n ¼ 741)
Educational approach through social media 289 (45) Printed educational materials 306 (48) Computer-based educational tools available on the internet 316 (50) Updates and reminders by email 231 (36) Information shared through health professionals at time of a visit 451 (71) None of the above 25 (4) a Percentages are not to be summed, as participants selected all that applied.
Appreciating that patients are the decision-makers regarding their private health information and medical imaging, as well as understanding their perspective with respect to privacy risks, our study is the first to acknowledge patients' opinions regarding sharing their de-identified clinical data for research purposes. Our study demonstrated that health care consumers are encouraging clinical data reuse in the research field and willing to share their clinically acquired medical images for research after full consent that clearly outlines privacy, confidentiality, security, and control over permissions and duration of access. These results will aid in developing robust policies that will impact both the reliability and the integrity of future initiatives.
The patient's ability to engage with and exert some control over privacy and access to personal health data is primary, as opposed to a single entity owning the data and subsequently obstructing patients or clinicians from accessing it easily. Conferring ownership or control over information can inhibit the information from being beneficial. Enabling access to personal health data may serve a mutual benefit for both health care professionals and patients alike, as patients need engagement beyond passively receiving services. By providing clinicians, patients, and health care providers with a way to efficiently receive, integrate, understand, compute, and use digital health data from other practitioners, all the participating parties would have the opportunity to control and engage with invaluable health data. Normally, unless their referring physician has provided a personal note for the patient to present to each new physician, the only convenient way to transmit information from an existing medical record is by the patient's own word of mouth, which the new doctor enters manually and then confirms by direct re-examination. In securing the patient's consent with respect to which entities can engage with or access their data, this ineffectual process can be eradicated and replaced by a system in which data can be easily accessed and engaged with following the patient's consent. The consent of the patient is an integral element. As opposed to an obstruction by a private entity that inhibits access to the data, thus preventing the patient from engaging with their personal health information, engendering a sense of control over patients' data is crucial. A data use agreement, with elements that address data privacy and patient control, as well as being patient-centered and enabling clinicians to use the patient's digital health data as necessary, would facilitate unimpeded health data access and control for both patients and clinicians [8] .
With respect to the transmission of data, health information exchanges serving health care organizations and payers could offer such services as personalized medicine and algorithmic services to patients, as opposed to a single entity owning the entirety of the data and consequently inhibiting any innovation that could result from access to the data. Most importantly, allowing the patients to engage with and have access to their data would provide them with the opportunity to control medical information that holds significant value.
Health information technology from public's perception was observed by Gaylin et al, who studied public attitudes about health information technology and found out that the majority of the American public supports the usage of health information technology [17] . Therefore, engaging the public in HIE knowledge and enlightening them about the significant importance of HIE in the world of clinical research is greatly recommended. Since many of our respondents encouraged HIE awareness operations and recommended some strategies to be followed, future campaigns aiming to increase health care consumers' awareness about HIE for research are proposed. Research institutions and public health sectors should lead those campaigns by applying the suggested strategies chosen by the respondents like social media, Internet-based approaches, and printed materials for seniors. These campaigns should be addressing all the diverse challenges that exist with HIE for clinical research and the process of regulating the development of new data sharing technological initiatives with respect to policies and procedures that protect the public's privacy, security, and confidentiality [18] . Theses campaigns will broaden the public's awareness and provide them with comfort and confidence, hence eventually aiding to leverage medical research endeavors and lead to better health care.
Limitations
Limitations to our study included offering an Englishlanguage survey, though some of the respondents used accompanying relatives or friends to help them translate. Some participants expressed a preference for a paper-based survey rather than an electronic one (mainly seen in the elderly patients). Despite the high response rate, a small number of patients who were approached refused to take the survey (26%), possibly introducing selection bias. These patients presumably rejected participation in our study due to their general reluctance to participate in research studies and thereby share their medical information (images). Finally, the survey research method was primarily chosen for targeted data collection and the ease and accessibility of the electronic format. Nonetheless, qualitative analysis (eg, interviews/focus groups and subsequent thematic analysis) could have been used to provide richer descriptive results.
Future Work
The respondents to our survey overwhelmingly encouraged the sharing of their data for research in a central electronic imaging data warehouse, and initiatives that facilitate this are crucial for the advancement of medical imaging research [19] . Developing a medical imaging and health information repository that is capable of exchanging data easily among physicians and researchers has been in great demand within medical and scientific institutions internationally [20, 21] . Building such a repository empowers patients by sharing their scans for research, while offering the security and privacy that is applied to other health information. The results of this survey provide a blueprint for its design regarding policy, privacy, and consent.
Conclusion
Our study found that people are willing to donate their clinically acquired medical images for research studies after full consent that clearly establishes privacy/confidentiality, security, and control over permission and duration of access. Respondents are more willing to donate their data when medical image data and health information custodians are affiliated with universities and research institutions.
